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PROCEDURE TO OBTAIN A DEPARTMENT OF EDUCATION PICTURE BADGE 
 
ED/SFA C.O.T.R. must send an e-mail message to Joel Clark (Dept. of ED. Security) in ROB3 
to request a picture ID stating; 
 

Name 
 Company 
 Phone Number 
 Assigned Task 
 Building(s) to which access needed. 
 
After receiving the request Mr. Clark will contact the employee with a date & time to pick up the 
ID Request form. 
 
Employee will go to Mr. Clark's office, pickup and fill out the form, take the form to FOB6 
 
Pictures are taken (and badges created) 
 

building FOB6, 
room 2C104 
Monday – Friday 
10:00 – 10:45 am or 2:00 – 3:00 pm 

 
 
 
Joel_Clark@ed.gov 
 
Questions/Hand-Delivery 
 Joel Clark 
 Room 3100A 
 Building ROB3 
 
 202.260.3739 (voice) 
 202.260.4816 (fax) 

4.6.2 Security Roles, Responsibilities, Contractor Access Procedures for SFA.doc  Page 1
 2/21/02  9:04 AM 



MODERNIZATION PARTNERS  Security & Access Procedures 
 

PROCEDURE TO OBTAIN A PASSCARD FOR THE 6TH FLOOR OF THE PORTALS 
BUILDING 
 
ED/SFA C.O.T.R. or contractor Task Leader must send and e-mail or hand-delivered memo to  
Denise Barnes (Admin. Suite 6200, 6th Floor, Portals Building) requesting  
 

“Passcard(s) for the 6th floor of the Portals Building”  (sample memo attached) 
 

 
Memo should state the Name(s), Assigned Tasks, ED/SFA C.O.T.R. or controlling employee,  
and a telephone number to contact upon receipt  of the passcard(s) 
 
 
Denise will have the request approved by Tawanda Hampton, then the request is passed on to 
building security/Facilities Management for processing and assignment of passcard(s). 
 
 
Denise_Barnes@ed.gov 
  
Questions/Hand-Delivery 
 Denise Barnes 
 Portals Building 

Suite 6200 
1250 Maryland Ave. SW. 

 Washington, DC.  
 
 202.205.2609 (voice) 
 202.260.5501 (fax) 
 
 
 Republic Properties 
 Portals Building 
 Suite 280 

1250 Maryland Ave. SW. 
 Washington, DC.  
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OVERVIEW OF ACCESS SECURITY CLEARANCE, SFA IT SYSTEMS 
 
Policy: Access to SFA IT systems is granted only after appropriate investigation. This 

policy applies to employees both ED and its contractors. 
 
Roles and Responsibilities: 
 
SFA is responsible for security on all SFA IT systems and facilities 
Office of Inspector General's Security Staff maintains all security forms and performs 

investigations 
SFA Security tracks which employees and contractors have completed security clearance 
SFA IT Project Managers are responsible for granting access to their systems if and only if all 

other security requirements have been met. 
Virtual Data Center Contractors are responsible for creating user names on servers upon 

receipt of signed Department of Education SFA Security Request Forms 
ED LAN Contractors are responsible for creating user names on servers upon receipt of signed 

Account Request Forms 
Applications Contractors are responsible for creating user names and allocating access within 

applications upon receipt of signed Department of Education SFA Security 
Request Forms 

 
Personnel: System Contact -- the person responsible for implementing these procedures for 

each individual system. This person submits security documentation to the SFA 
Security Personnel Representative for new access requests. This person may also 
assign user names and passwords if the individual system, and not the Virtual 
Data Center (VDC), controls user names and passwords. 

 
 VDC system access contact -- the person responsible for establishing user names 

and assigning passwords at the Virtual Data Center (VDC), when access is not 
handled by the individual system.  

 
Neither the System Contact nor the VDC contact will assign user names for 
individuals who have not completed the clearance process. 

 
 SFA Personnel Security Representative -- the person responsible for overall SFA 

clearance operations. This person acts as the interface between SFA systems and 
the Office of the Inspector General's Security staff. 

 
Procedures:  
 
1. The access process starts with an authorized system manager, who identifies the level of 

access to be granted to the individual seeking access.  
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Security Levels: 
 
� Minimal-risk, 
� Non-sensitive (low risk),  
� Medium-sensitive (moderate risk), and  
� Highly sensitive (high risk).  

Minimal-risk access involves read-only, or basic system functions that are protected by software edits. 
Example: data entry. By definition, Federal employees cannot be granted minimal-risk clearance. 
 
Low-risk and Moderate-risk access involves more substantial access to system data and/or software 
commands, but such access is either reviewed by staff with higher-risk clearance, or protected by internal 
software edits and cross-checks, or both. Example: programmers. 
 
The difference between low- and moderate-risk access depends on the vulnerabilities posed by the degree of
access in question, and may differ from one system to another. 
 
High-risk access involves the most substantial access to data and/or software commands, with less cross-
checking or oversight by other staff. Example: system administrators. 
 
 

. The procedure for granting access continues when the system contact provides the applicant 
with an access form for the particular system. In addition to the system access request form, 
two forms are required of every applicant: 

F 306 -- Declaration for Federal Employment 
Despite its title, all applicants, both Federal employees and contractor staff, must use this 
form.  

otice of Criminal Liability under the Privacy Act 
Commonly called the "Privacy Act Form," this form describes the penalties available for 
misuse of Privacy Act information, and acts as notification of those penalties to 
applicants. 

ther forms required are determined by the level of access to be granted: 

Minimal-risk clearance requires only the OF 306 and Privacy Act Form as described 
above. 

Low-risk (also known as the "1C") clearance requires the SF-85 (Questionnaire for Non-
Sensitive Positions) and either the SF-87 (for Federal employees) or FD-258 (for non-
Federal employees) fingerprint card. This level of request triggers a National Agency 
Check and Inquiry (NACI). 

Moderate-risk ("5C") clearance requires the SF-85P (Questionnaire for Public Trust 
Positions), a Fair Credit Reporting Act Release, and SF-87 or FD258 as applicable. This 
clearance triggers a Minimum Background Investigation (MBI) or Limited Background 
Investigation (LBI). 
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High-risk ("6C") clearance requires the SF-85P, SF-85P-S (Supplemental Questionnaire 
for Selected Positions), a Fair Credit Reporting Act Release, and the SF-87 or FD-258. 
This request triggers a (full) Background Investigation (BI). 

 
Employees with existing clearances granted through another agency (government or 
private) should provide a cover memo or letter indicating which agency granted the 
clearance, the level of clearance granted, and any other pertinent information.  This will 
allow the ED Office of the Inspector General to retrieve information from the granting 
agency that maintained the clearance.  This could take a week or two, and interim access 
cannot be granted during this time, unless it is for low-risk access where the security 
requirement can be waived.  Usually, once the IG retrieves the data, SFA will accept the 
clearance, with no need to submit further paperwork, as long as the clearance level is 
appropriate and the staff has not had more than a year's break in service from the agency 
or company where the clearance was granted. 

 
3. The system manager then submits all completed forms to the SFA Personnel Security 

Representative, who in turn submits applicable forms to the ED OIG Security Office. 
 

The SFA Security Representative is Joel Clark, ROB-3 Room 4004, phone: 202-260-
3739. 

 
4. Timeframes and Costs: 
 

NACI -- up to 75 days after receipt by the OIG Security Office; Cost = $75 per 
investigation. 

 
LBI or MBI -- up to 120 days after receipt by the OIG Security Office; Cost = $375 
(MBI) to $1895 (LBI) per investigation. 

 
BI -- up to 120 days after receipt by the OIG Security Office; Cost = $2295 per 
investigation. 

 
5. Waivers:  
 

Employees with an existing clearance granted through another agency can submit 
information concerning that clearance (see Forms section above). 

 
Contractor employees seeking read-only access, or low-risk access for less than 120 days, 
are considered minimal-risk employees and are granted access upon completion of the 
two basic forms (OF 306 and Privacy Act Form). All paperwork must be in the hands of 
the SFA Personnel Security Representative before such a waiver is granted. 

 
 Contractor employees seeking low-risk access for longer than 120 days must also 

complete the SF-85 and FD-258 fingerprint card, as described above. 
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 Employees seeking moderate-risk (5C) access may be granted provisionary access to 
SFA systems provided that all paperwork has been submitted to the SFA Personnel 
Security Representative. In other words, access may be granted as the investigation is 
progressing, at the discretion of the System Contact and the SFA Personnel Security 
Representative. 

 
A synopsis of the forms required for each level is found in the attachment "Background 
Investigation Forms." 
 
6. More information concerning personnel security clearances is available from ED 

Handbook 11, "Personnel Security-Suitability Program." 
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PROCEDURE TO OBTAIN EDLAN NETWORK ACCESS 
 
Fill out an Account Request Form (ARF) , blank & sample attached. 
 
C.O.T.R.  Submits form(s) to Lydia Morales (Suite 6200, Portals Building) 
 
This form is used to create an EDLAN user ID with the lowest (0C/Minimal-Risk) level of access,  
Basic office functions/software, e-mail, etc.   Access to higher “security-levels” is based upon the 
forms and procedures detailed in section 4. 
 
This form may be filled out by a contractor Task Leader but must be submitted to Lydia Morales by 
the C.O.T.R. 
 
Note... An account request may be processed and an account assigned, but no software will be 
loaded  

on user/client systems until the new equipment has been properly checked into ED/SFA 
hardware inventory and an inventory barcode sticker has been issued and attached to the 
equipment. 

 
 
 
Lydia_Morales@ed.gov 
  
Questions/Hand-Delivery 
 Lydia Morales 
 Portals Building 

Suite 6200 
1250 Maryland Ave. SW. 

 Washington, DC.  
 
 202.708.5463 (voice) 
 202.708.5865 (fax) 
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Account Request Form 
 ACCOUNT REQUEST FORM [08-99]   

 
REQUEST DATE:      _____________ 

 
USER NAME:                                                                    LOG ON ID:       
                                 First         Last                                             
 
PRINCIPAL OFFICE:       SFA/                                                     TELEPHONE:   _____________________ 
                          
REGION:                                                           LOCATION:                                                                             .      
                                                                                    Building                               Room 
 
PO COORDINATOR NAME:    Lydia Morales                          TELEPHONE    708-5463                             
 (Select one) 

[x] New Ednet Network Connection (Please Complete Sections 1, 2, 3 and 4) 
[  ] Network and Mail Account Add/Change Only (Please Complete Sections 2, 3 and 4 Only) 
[  ] Resource Access Change (Please Complete Section 3 and 4 Only) 
 

CONTRACTOR ONLY 
 
Company Name:                                                Contract No:                                  Expiration Date:                  .    

SECTION 1 New Network Connection 
[   ] PC      
Manufacturer                          Model #                             ED Barcode #  _______________S/N  ____________ 
 
[  ] PRINTER 
Manufacturer                          Model #                             ED Barcode #  _______________S/N  ____________ 
 
Printer Address: ___________                                ________     
(If a network printer, supply printer address) 
 
Drop Required             [  ] Yes [    ] No 
SECTION 2 File Server Account (Outlook Accounts Are Provided with All Server Accounts) 
(Check one)            
  [  ] Add Account  Name                                            (If other than above) 

 First  Last 
  [ ] Change Account From                                             

 First  Last 
To                                             
 First  Last 

SECTION 3 Resource Access (Check All That Are Applicable.  Identify additional shared sources not listed) 
 
[  ] FOLIO VIEWS 4.2 
[  ] EDCAPS(i.e. GAPS) 
[  ] EDICS 

 
[  ] PC Travel Dropbox 
[  ] Electronic Library 
[  ] PC Travel 

 
[  ] SF52 
[  ]  
[  ] 

 
  

SECTION 4 Special Instructions  
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PROCEDURE TO OBTAIN EDNET CLEARANCES 
 
The Department of Education IT Security Office has identified 4 levels of access privileges; 
 
 0C - Minimal Risk, Read-Only 
 
 1C - Low Risk, Non-Sensitive 
 
 5C - Moderate Risk 
 
 6C - High Risk 
 
 
Classification 
As a general rule, IT users/employees are placed into the above categories based on function and 
need to access private data or otherwise sensitive material. 
 
 0C - Minimal Risk, Read-Only 

Public Access, Ability to access their personal data/status indicators.  no ability to 
change their data or access another customers data. 

 
 1C - Low Risk, Non-Sensitive 

Basic (beginning) system user, access to non-sensitive job related data only.  Ability 
to update job specific non-sensitive data only 

 
 5C - Moderate Risk 

System software & business process developers, Quality Assurance & I.V.& V.  
analysts.  Complete access to all sensitive and non-sensitive data as needed, restricted 
to off line or “non-production”  systems.  Read-Only access to “Production” system 
process definitions, source code etc. as needed.  All “Write-Access” to the production 
systems routed through Quality Assurance and Configuration Management 
procedures. 

    
 6C - High Risk 

System Administrators, Database Administrators, Configuration Management. 
Access to both Off-Line and Production systems. Authority to determine content and 
compliment, and validity of system components.  Ability to reboot, backup, restore, 
recreate systems in whole or in part. 

 
Clearances... 
The need for a specific clearance level is determined by the Task Leaders, Project Managers,  
C.O.T.R.s etc.  Qualifying for these access privileges begins with the completion of a series of 
forms. 
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Employee Security Tracking Sheet 

EDNet/VDC Security & Access Forms for:______________________ 
Item 

Form 
Number Form Name Required 

Date 
Completed 

Date 
Submitted 

Date 
Approved 

1 OF 306 Declaration for Federal Employment     

2  
Notice of Criminal Liability Under the Privacy 
Act     

3  EdNet Account Request Form     

4  Federal Pell Grant Rules of Behavior     

5 FD 258 Fingerprint Card     

6  Fair Credit Reporting Act Release     

7  
A Summary of Your Rights Under the Fair 
Credit Reporting Act     

8  Cover Memo Regarding Prior Clearance     

9 SF 85 Questionnaire for Non-Sensitive Positions     

10 SF 85P Questionnaire for Public Trust Positions     

11 SF 85P* 
Authorization for Release of Medical 
Information     

12 SF 85P-S 
Supplemental Questionnaire for Selected 
Positions     

13  

Department of ED/SFA Security Request Form 
for ____________________ 
     

14  

Department of ED/SFA Security Request Form 
for ____________________ 
     

15  

Department of ED/SFA Security Request Form 
for ____________________ 
     

16  

Department of ED/SFA Security Request Form 
for ____________________ 
     

17  

Department of ED/SFA Security Request Form 
for ____________________ 
     

18       

19       

20       

21       

22       
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Rules of Behavior 
 

Federal Pell Grant  
Rules of Behavior 

A statement of User Responsibility 
 
 
User Acknowledgment - Personnel who use any ED/ACS/CSC computing resource (e.g., PCS, workstations) and 
associated networks shall read and sign this statement annually. The user will keep copies of the signed 
acknowledgment; the originals will be placed in the user's official personnel file. 

For Official, Approved Use Only - the Government funds Pell Grant computing resources to support various 
programmatic efforts needed to accomplish the Department's mission. As such, these resources are to be used only for 
official Government business. Users should remember that when they use the Pell Grant computing resources, they are 
acting in their employment capacity for ED. Unless approved in writing by management, we must avoid any activity 
outside that employment capacity, or which could bring harm or embarrassment to ED/ACS/CSC. 

Privacy Expectations - we caution all users that, overall, computers, networks, and information systems are not 
“private”. Users should have no expectation of privacy when using computing resources. Electronic mail sent via the 
network may bear site-specific identifiers in the address (e.g., name@cdsi.com, or name@ed.gov). As such, despite 
disclaimers, users using ED/ACS/CSC E-mail are representing the site and ED/ACS/CSC and must act accordingly. 

Monitoring of Computing Resources - Activities on ED/ACS/CSC systems and networks are subject to monitoring, 
recording, and periodic audits to ensure that the resources are functioning properly and to protect against unauthorized 
use. The system administrator may access any “user’s” computer system or data communications and disclose 
information obtained through such auditing to appropriate third parties, e.g., law enforcement personnel. Use of 
ED/ACS/CSC computing resources is expressed consent by the user to such monitoring, recording, and auditing. 

Violations - Adherence to accepted user principles regarding appropriate use by all users is critical. Violations of these 
principles or ED/ACS/CSC computer policies may lead to disciplinary action, up to and including termination of 
employment. 

Manager/Supervisor Responsibilities - Management personnel must be leaders in applying these user principles. 
Managers are responsible for implementing these accepted user principles in their organization and will be accountable 
for ensuring that users are aware of and acknowledge their responsibilities. 

 

Accepted User Principles 

Computer security personnel recognize users of ED/ACS/CSC computers, networks, and information Systems as an 
integral part of the overall ED computer security program. Users' access to computing resources shows a level of trust 
bestowed upon them by their management and ultimately by ED. Users are responsible for their actions and need to be 
aware of and acknowledge their responsibilities. 

At a minimum users are responsible for these principles: 

• Ensuring that ED/ACS/CSC, computing resources are used only for official government business. The 
employee’s manager must approve any other use in writing. 

• Knowing who their site computer security personnel are and how they can be contacted. 
• Ensuring that all software is used according to licensing agreements and has been authorized for use by 

management. 
• Protecting the information, they are processing from access by, or disclosure to, unauthorized personnel. 
• Immediately reporting all security incidents and potential threats and vulnerabilities involving computing 

resources to designated computer security personnel. 
• Protecting their authenticators, such as passwords. Reporting any compromise or suspected compromise of 

a password to designated computer security personnel. 
 

• Using only systems, networks, data, control information, and software, for which they are authorized. 

4.6.2 Security Roles, Responsibilities, Contractor Access Procedures for SFA.doc Page 14 2/21/02  9:04 AM



MODERNIZATION PARTNERS  Security & Access Procedures 
 

• Ensuring that system media and system output are marked according to their sensitivity and are properly 
controlled and stored. 

• Knowing required storage sanitization procedures (e.g., overwriting disks that contain sensitive data before 
reuse). 

• Informing management when access to a particular computing resource is no longer required, such as when 
the user completes a project. 

• Avoiding the introduction of malicious code into any computing resource.  
• Preventing physical damage to the system. 
• Ensuring that Card Keys/Cipher lock combinations to the work area are secured always and not duplicated. 
• Notifying management before relocating computing resources. Not removing equipment or storage media 

from the work area without prior written authorization from the Project Manager or the Pell Grant ACSO. 
• Following procedures for signing out sensitive application documentation from the library and ensuring 

that we do not remove sensitive information from the work area. 
 

Privileged User Principles 
 
Privileged users include those with “superuser, root,” “RACF Master Keys”, or equivalent access to a system (e.g., 
system administrators; computer operators; ACSOs; those who have control of the operating system of the computer or 
network or who set up and administer user accounts, passwords, etc.; users having access to change control parameters 
such as routing tables or path priorities on routers, multiplexors, or other key equipment; users whom we have given the 
power to control and change other users' access to data, programs, or applications; network administrators; database 
administrators; users whom we have given special access for trouble shooting or security management functions.) In 
addition to Accepted User Principles, Privileged Users are also responsible for: 
 

• Protecting the root, superuser, master key, password and not sharing the password and/or account. 
• All supervisors, root, master key actions using his or her account. 
• Reporting all information system/network, potential security-related incidents to designated computer 

security personnel. 
• Using special access or privileges only to perform authorized tasks and functions. 
• Using a non-privileged user account for everyday work not associated with the tasks of  “a superuser or 

system administrator”. 
 
Management may augment the previous list of responsibilities with additional requirements. Any question about your 
responsibilities as a user of computing resources should be discussed with your supervisor. 
 
 
To be completed by the user: 
 
I, __________________________ have read and understand my responsibilities as a user of ED/ACS/CSC computing 
resources and will perform my duties accordingly during my employment. 
 
Signed: _________________________ Date: _________________________ 
 
To be completed by the user's supervisor of record: 
 
I, _____________________________ ensure that __________________________has been provided computer security 
orientation, understands the responsibilities associated with computing resources, and have had all questions 
satisfactorily answered. 
 
Signed: __________________________ Date: ________________________ 
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OF 306 - Declaration for Federal Employment 
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Notice of Criminal Liability Under the Privacy Act 
 

Notice of Criminal Liability under the Privacy Act 
 

The information provided to me by the Department of Education is protected by the 
Privacy Act of 1974, as amended.  The protection of this information, once entrusted 
to me, becomes my responsibility.  Therefore, I agree to protect the privacy of all 
information that has been provided to me as an agent of the Department.  I understand 
that the criminal penalties identified below may be enforced if I violate the 
requirements of the Privacy Act. 
 
5 U.S.C.  § 552a, as amended, 
 
(i)(1) Any officer or employee of an agency, who by virtue of his employment or 
official position, has possession of, or access to, agency records which contain 
individually identifiable information the disclosure of which is prohibited by this 
section or by rules and regulations established thereunder, and who knowing that 
disclosure of the specific material is so prohibited, willfully disclosed the material in 
any manner to any person or agency not entitled to receive it, shall be guilty of a 
misdemeanor and fined not more than $5,000. 
 
(2) Any officer or employee of any agency who willfully maintains a system of records 
without meeting the notice requirements of subsection (e) (4) of this section shall be 
guilty of a misdemeanor and fined not more than $5,000. 
 
(3) Any person who knowingly and willfully requests or obtains any record 
concerning an individual from an agency under false pretenses shall be guilty of a 
misdemeanor and fined not more than $5,000. 
 
I certify that I have read and understand the criminal penalties of the Privacy Act, as 
stated above, and that I agree to comply with the government's requirements for the 
protection of any information covered by the Privacy Act. 
 
 
Signature and Date ____________________________________________________ 
 
Name (Printed or typed) ________________________________________________ 
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Department of ED / SFA Security Request Form 
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A Summary of Your Rights Under the Fair Credit Reporting Act 
 

A Summary of Your Rights Under the Fair Credit Reporting Act 
 

The federal Fair Credit Reporting Act (FCRA) is designed to promote accuracy, fairness, and 
privacy of information in the files of every “Consumer Reporting Agency”(CRA). Most CRA's are 
credit bureaus that gather and sell information about you - such as if you pay your bills on time or 
have filed bankruptcy - to creditors, employers, landlords, and other businesses. You can find the 
complete text of the FCRA, 15 U. S.C. 1681-1681u, at the Federal Trade Commission's web site 
(http://www.ftc-gov). The FCRA gives you specific rights, as outlined below. You may have 
additional rights under state law. You may contact a state or local consumer protection agency or a 
state attorney general to learn those rights-  

• You must be told if information in your file has been used against you. 
Anyone who uses information from a CRA to take action against you - such as 
denying an application for credit, insurance, or employment - must tell you, 
and give you the name, address, and phone number of the CPA that provided 
the consumer report.  

• You can find out what is in your file. At your request, a CRA must give you 
the information in your file, and a list of everyone who has requested it 
recently. There is no charge for the report if a person has taken action against 
you because of information supplied by the CRA, if you request the report 
within 60 days of receiving notice of the action. You also are entitled to one 
free report every twelve months upon request if you certify that (1) you are 
unemployed and plan to seek employment within 60 days, (2) you are on 
welfare, or (3) your report is inaccurate due to fraud. Otherwise, a CPA may 
charge you up to eight dollars.  

• You can dispute inaccurate information with the CRA. If you tell a CRA 
that your file contains inaccurate information, the CRA must investigate the 
items (usually within 30 days) by presenting to its information source all 
relevant evidence you submit, unless your dispute is frivolous, The source 
must review your evidence and report its findings to the CRA. (The source 
also must advise national CRAs -- to which it has provided the data -- of any 
error.) The CRA must give you a written report of the investigation and a 
copy of your report if the investigation results in any change. If the CRA's 
investigation does not resolve the dispute, you may add a brief statement to 
your file. The CRA must normally include a summary of your statement in 
future reports. If an item is deleted or a dispute statement is filed, you may ask 
that anyone who has recently received your report be notified of the change.  

• Inaccurate information must be corrected or deleted. A CRA must remove 
or correct inaccurate or unverified information from its files, usually within 30 
days after you dispute it. However, the CRA is not required to remove 
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accurate data from your file unless it is outdated (as described below) or 
cannot be verified. If your dispute results in any change to your report, the 
CRA cannot reinsert into your file a disputed item unless the information 
source verifies its accuracy and completeness. In addition, the CP A must give 
you a written notice telling you it has reinserted the item. The notice must 
include the name, addresses, and telephone number of the information 
sources. 

• You can dispute inaccurate items with the source of the information. If you tell 
anyone - Such as A creditor who reports to & CRA - that you dispute an item, they 
may not then report the information to a CRA without including a notice of your 
dispute. In addition, once you have notified the source of the error in writing, it may 
not continue to report the information if it is, in fact, an error. 

• Outdated information may not be reported. In most cases, a CRA may not 
report negative information that is more than seven years old, ten years for 
bankruptcies. 

• Access to your file is limited. A CRA may provide information about you 
only to people with a need recognized by the FCRA - usually to consider an 
application with a creditor, insurer, employer, landlord, or other business.  

• Your consent is required for reports that are provided to employers, or 
reports that contain medical information. A CRA may not give out 
information about you to your employer, or prospective employer, without 
your written consent. A CRA may not report medical information about you 
to creditors, insurers, or employers without your permission.  

• You may choose to exclude your name from CRA lists for unsolicited 
credit and insurance offers. Creditors and insurers may use file information 
as the basis for sending you unsolicited offers of credit or insurance. Such 
offers must include a toll-free phone number for you to call if you want your 
name and address removed from future lists. If you call, you must be kept off 
the lists for two years. If you request, complete, and return the CRA form 
provided for this purpose, you must be taken off the lists indefinitely.  

• You may seek damages from violators. If a CRA, a user or (in some cases) a 
provider of CRA data, violates the FCRA, you may sue them in state or 
federal court.  

(Continued on next page) 
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The FCRA gives several different federal agencies authority to enforce the FCRA: 
 
FOR QUESTIONS OR 
CONCERNS REGARDING: 

PLEASE CONTACT: 

CRAs, creditors and others not 
listed above 

Federal Trade Commission 
Consumer Respose Center - FCRA 
Washington, DC 20580 
202-326-3761 

National banks, federal 
branches/agencies of foreign banks 
(word "National" or initials 
"N.A." appear in or after the 
bank's name) 

Office of the Comptroller of the Currency 
Compliance Management, Mail Stop 6-6 
Washington, DC 20219 
800-613-6743 

Federal Reserve System member 
banks (except national banks, and 
federal branches/ agencies of 
foreign banks) 

Federal Reserve Board 
Division of Consumer and Community 
Affairs 
Washington, DC 20551 
202-452-3693 

Savings associations and federally 
chartered savings banks (word 
"Federal" or initials "F.S.B" 
appear in federal institution's 
name) 

Office of Thrift Supervision 
Consumer Programs 
Washington, DC 20552 
800-842-6929 

Federal credit unions (words 
"Federal Credit Union" appears in 
institution's name) 

National Credit Union Administration 
1775 Duke Street 
Alexandria, VA 22314 
703-518-6360 

State chartered banks that are not 
members of the Federal Reserve 
System 

Federal Deposit Insurance corporation 
Division of Compliance & Consumer 
Affairs 
Washington, DC  20429 
800-934-FDIC 

Air, surface, or rail common 
carriers regulated by former Civil 
Aeronautics Board or Interstate 
Commerce Commission 

Department of Transportation 
Office of Financial Management 
Washington, DC 20590 
202-366-1306 

Activities subject to Packer and 
Stockyards Act of 1921 

Department of Agriculture 
Office of Deputy Administrator-GIPSA 
Washington, DC 20250 
202-720-7051 
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Fair Credit Reporting Act Release 
 

Fair Credit Reporting Act of 1970, as amended 
 

(RELEASE) 

PLEASE TAKE NOTICE THAT ONE OR MORE CONSUMER 
CREDIT REPORTS MA Y BE OBTAINED FOR 
EMPLOYMENT PURPOSES PURSUANT TO THE FAIR 
CREDIT REPORTING ACT, AS AMENDED, 15 U.S.C., ∋ 1681, 
ET SEQ. SHOULD A DECISION TO TAKE ANY ADVERSE 
ACTION AGAINST YOU BE MADE, BASED EITHER IN 
WHOLE OR IN PART ON THE CONSUMER CREDIT 
REPORT, THE CONSUMER REPORTING AGENCY THAT 
PROVIDED THE REPORT PLAYED NO ROLE IN THE 
AGENCY'S DECISION TO TAKE SUCH ADVERSE ACTION.  

Information provided by you on this form will be furnished to the consumer 
reporting agency in order to obtain information in connection with an 
investigation to determine your (1) fitness for Federal employment, (2) 
clearance to perform contractual service for the Federal Government, 
and/or (3) security clearance or access. The information obtained may be 
redisclosed to other Federal agencies for the above purposes and 
fulfillment of official responsibilities to the extent such disclosure is 
permitted by law.  

I hereby authorize the Department of Education to obtain such report(s) from any 
consumer/credit-reporting agency for the three purposes listed above.  

 
 _____________________________  _____________________________ 
 (Printed Name)     (Social Security Number) 
 
 
 _____________________________  _____________________________ 
 (Signature)     (Date) 
 

Your Social Security Number is needed to keeps records accurate, 
because other people may have the same name. Executive Order 9397 
also asks Federal agencies to use this number to help identify individuals 
in agency records. 
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FD 258 - Fingerprint Card (Obtain form from Joel Clark.  Instructions provided with form) 
Fingerprint Card Side 1 

Fingerprint Options: 
 
ROB-3 
Room 5620 
Contact Doris Hold (202-708-6096) or 
Matt Baum (202-205-0785) to arrange a 
time. 
 
FBI Building 
935 Pennsylvania Avenue 
10am - 2pm, M-F 
Enter from 10th Street 
Inform guards that you want fingerprints 
taken 
202-324-5853 
 
Arlington County Sheriff's Office 
1425 N. Courthouse Road Suite 9100 
1:30pm - 4:00pm, M-F 
$10 charge (can be expensed) 
703-228-4252 

Fingerprint Card - Side 2 

y Roles, Responsibilities, Contractor Access Procedures for SFA.doc 

AC Office (Reston) 
11951 Freedom Drive 
Contact Ken Pennywell (703-947-1216) 
Need 3 day lead time 
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SF 85 - Questionnaire for Non-Sensitive Positions (Available from www.opc.gov under Forms) 
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SF 85P - Questionnaire for Public Trust Positions (Available from www.opc.gov under Forms) 
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SF 85P* - Authorization for Release of Medical Information (Available from www.opc.gov under 
Forms, last page of SF 85P 
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SF 85P-S - Supplemental Questionnaire for Selected Positions (Available from www.opc.gov 
under Forms) 
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PROCEDURE TO OBTAIN VDC ACCESS AND ACCESS TO OTHER APPLICATIONS 
 
All security forms must be completed and access approved before a Contractor Employee can apply 
for access to a specific VDC server or application. 
 
For access to all SFA applications, complete the Department of Education Student Financial 
Assistance (SFA) Security Request form.  One form is required for each system.   
 
Under section C. Type of Access Requested, specifics about servers, etc., must be completed.  For 
Modernization Partners, Josh Stauffer and Michael Tran have that information. 
 
Under section E.  Signatures, please note that the COTR/Security Officer and/or ED Project 
Manager refers to the Education employee responsible for that specific application.  Again, Josh 
Stauffer and Michael Tran have that information. 
 
 Josh Stauffer 
 Aerospace Building 

Suite 142 
 

 Washington, DC  
 
 703-947-2779 (voice) 
 703-947-2200 (fax) 
 
 Michael Tran 
 Aerospace Building 

Suite 142 
 

 Washington, DC  
 
  (voice) 
  (fax) 
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